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Introduction
The Canadian Wireless Telecommunications Association (CWTA) offers the following comments on behalf of its members in response to the issues raised in the discussion document: The Protection of Personal Information – Building Canada’s Information Economy and Society.

The CWTA represents the wireless telecommunications sector in Canada and counts among its members cellular, ESMR, LMCS, mobile radio, mobile satellite, and PCS licensees. The members of the Association offer a range of telecommunications services to over 6 million Canadians. The CWTA is diverse in terms of the scale and scope of operations of its members, with members ranging from national service providers to regional and local players.

The Association acknowledges the government’s objective of enshrining a set of privacy rights for each person in a federal statute and agrees that such an initiative could be consistent with and contribute to an efficient, well-functioning marketplace. In designing federal legislation to protect privacy in the private sector, it is essential to maintain an appropriate balance between commercial requirements to gather, store, and use personal information and the protection of that information. While privacy rights will apply to each person, these rights should not become a shield allowing individuals to evade financial and other contractual obligations. Achieving this reasonable balance is the key to getting Canadian business "on side" in this process.

CWTA emphasizes the positive impact that new technological development can have with regard to individual privacy. New, digital telecommunications offerings, plus the development of competition in telecommunications markets, have resulted in better means of protecting the privacy of communications. The market provides consumers an opportunity to choose the carrier they feel will give them the appropriate balance of privacy and price. As a result, carriers compete to satisfy all their customers’ needs, which spurs them on to develop more effective and cost-efficient privacy protection mechanisms.

CWTA offers the following responses to the questions raised throughout the discussion paper.

Obligations
1. Is the CSA Standard the base from which to start in drafting legislation? Is it precise enough in setting out obligations or do some obligations require further elaboration? Are there any additional obligations not set out in the CSA Standard that should be included in the legislation? 

· The CWTA was an observer to the CSA Privacy Standard work and is satisfied with its output. The standard could, and in CWTA’s view, should form the basis for drafting legislation. 

2. Under what circumstances should the law permit disclosure of personal information to a third party without the consent of the individual? 

· The CSA Privacy Standard covers this topic generally but CWTA would also offer the following detailed comments based on the privacy considerations in the terms of service of most telephone companies. CWTA would suggest that the law permit disclosure of personal information to a third party without the consent of the individual in the following circumstances: 

· As directed by a court order; 

· Where a third party, in the reasonable judgement of service provider, is seeking the information as an agent of a subscriber; 

· If the third party is another telecommunications service provider and provided that the information requested is required for the efficient and cost effective provision of telecommunications services; 

· To facilitate account collections; and 

· In the course of completing calls to emergency service providers (such as, but not limited to, through 9-1-1 services). 

What conditions should apply? 

· Competition and consumer choice already discipline wireless telecommunications carriers to be flexible and responsive to privacy concerns of subscribers. Accordingly, no conditions should apply. 

3. Should sectoral codes be recognized in the new law? If so, should they be binding? Or should they be used only to help interpret the principles of the law for specific sectors? Who should develop and approve them? 

· The Association is of the view that the legislation, if enacted, must serve as the base standard, enforceable in every case unless the law itself expresses a derogation from its own rules (e.g. an exception for journalistic materials). In addition, specific industries should be encouraged to develop sector-specific codes to hold their members to an additional standard of privacy or to specific enforcement techniques. Sector-specific codes could be useful in industries such as wireless telecommunications in that they would encourage these industries to consider co-operative means of protecting privacy and could also make explicit where members of the industry consider it to be reasonable to share information. Such sectoral codes should be both voluntary and non-binding. 

· Industries that choose to develop sectoral privacy codes should be free to have a third party verify that sectoral codes are consistent with the CSA code and the legislation. 

· The Association would be pleased to develop a sectoral privacy code for the wireless telecommunications industry. The CWTA would also be prepared to develop compliance mechanisms, including a dispute resolution process. 

4. Should some types of information be excluded from the scope of the legislation? If so, in what circumstances? 

· The CWTA does not foresee any information that should be excluded from the provisions of the legislation at this point. 

Powers
5. Do you favour start-up obligations such as a registration scheme to ensure compliance with the law? If so, which approach do you favour? Who should be responsible for overseeing privacy protection? 

· The CWTA does not believe that a registration process is required, as all corporations should be subject to the legislation. 

· The Association proposes that the federal Privacy Commissioner be responsible for overseeing privacy protection. 

6. What powers are needed to investigate possible cases of non-compliance and resolve disputes about the terms of compliance? 

· As noted above, the CWTA would be prepared to facilitate the creation of a body with balanced representation to administer, review and attempt to resolve customer complaints. Such a body could be comprised of a representative from CWTA, consumers and the government. Complaints that could not be mutually satisfactorily resolved could then be forwarded to the Privacy Commissioner. The Privacy Commissioner would then issue non-binding recommendations regarding these complaints. Concerns that are not resolved at this point would likely be taken to the Federal Court for resolution. 

· With respect to investigations, the CWTA recommends that the legislation give a clear indication of the principles to be respected in investigating an alleged violation of privacy – including the requirement to balance the interests of the complainant in his or her private life against those of the respondent in conducting commerce. 

· Furthermore, any enforcement decisions stemming from such investigations should be accompanied by the reasons for the decision. Fairness requires that a company accused of a privacy violation should have the opportunity to hear the case against it and to respond if desired. 

· The CWTA stresses that proper legal procedures must be used to gather information from any companies/organizations that may be involved in an investigation/inspection. This would include but not necessarily be limited to the requirement for court orders and search warrants before a company/organization is compelled to respond to any request. 

7. What powers are needed to address violations of the law and compensate individuals who have been harmed? 

· With respect to compensation, the CWTA firmly believes that this matter is best dealt with by the Civil Courts and not the Privacy Commissioner. 

8. Should there be powers to conduct independent research and proactive investigation/inspection of an organization's practices and to write reports? 

· The CWTA recommends that the process for resolving privacy concerns be complaints-driven. However should the government decide that proactive investigations/inspections or research activities are warranted, the Association submits that these activities be held to the same standards and requirements as those listed above for enforcement investigations. 

Distribution of Powers and Responsibilities
9. Should a central oversight authority be established to oversee the implementation of the new legislation, and if so, what powers should it have? Should this role be added to the responsibilities of the federal Privacy Commissioner or some other body? 

· The CWTA would be supportive of the federal Privacy Commissioner acting in a central coordinating role of a process that would essentially be complaints driven. 

10. Should a tribunal be established, or should a higher court be given the task of issuing binding decisions on complaints? 

· The CWTA has no comment on this matter. 

11. What use should be made of existing industry regulators or of industry-led, self-regulatory mechanisms? How can such bodies be set up to satisfy business, consumer and government expectations? 

· See the Association’s response to Question 3 above. 

12. How should responsibilities for public education be assigned? 

· The CWTA believes that the industry could promote its handling of privacy matters in a way which would be effective, informative, educational and supportive of those companies that adopt the new privacy regime. However, the mass education of the public regarding privacy rights should ultimately be the responsibility of the government. 

13. Should the law require privacy impact assessments of new technologies? If so, when and by whom? 

· The CWTA is opposed to any requirement for a privacy impact assessment of new technologies. 

· It is incorrect and inappropriate to assume, by default, that all new technologies have the potential to erode privacy. In fact, as demonstrated by the introduction of digital technologies in the wireless telecommunications industry, new technologies can offer consumers much greater control and protection of their personal information. In a competitive market, such as the wireless telecommunications market, companies can be expected to incorporate fair information practices into their product development and marketing as a source of competitive advantage. 

· CWTA believes that legislation should ensure that people whose privacy has been violated are offered effective and cost-efficient means of addressing the problem – where there actually is a problem, not where one might conceivably develop based on preliminary assessments of a technology’s impact. 

Cooperation
14. How should responsibilities for protecting personal information in the private sector be shared among the provincial, territorial and federal governments? 

· CWTA believes that one benefit of the federal government’s initiative in this areacould be to clarify the application of legislation enacted by these various levels of government so that a company would be subject to only one set of privacy standards, not multiple and potentially conflicting obligations. 

15. What forums, in addition to those discussed in the paper, would be useful in harmonizing the protection of personal information in all jurisdictions in Canada? 

· The Association has no comment on this matter. 

Conclusions
The CWTA recognizes the government’s goal to legislate a set of privacy rights for each person in a federal statute. It is imperative that such legislation be consistent with, and contribute to, an efficient, well-functioning marketplace. The key to ensuring that the legislation contributes to the performance of the marketplace will be the ability of that legislation to strike an appropriate balance the privacy needs of individual Canadians and the commercial requirements of Canadian enterprises. 

In closing, the CWTA would like to emphasize once again the positive impact that new technologies can have with regard to individual privacy. The wireless telecommunications industry, perhaps more than any other industry, is acutely aware of the decided benefits that emerging technologies can have in this area

