April 21, 1998

Chair, Interdepartmental Cryptography Policy Working Group
Information Policy and Planning Branch
Task Force on Electronic Commerce
Industry Canada
300 Slater Street, Room 2063C
Ottawa, Ontario
K1A 0C8

Dear Chair:

Subject:    Gazette Notice IPPB-003-98, A Cryptography Policy Framework for Electronic Commerce – Building Canada’s Information Economy and Society
The Canadian Wireless Telecommunications Association (CWTA) is pleased to submit the attached comments on behalf of its members in response to the issues raised in the above noted discussion paper.

Sincerely,

J. David Farnes
Vice President,
Regulatory Affairs

Attachment

Introduction

The Canadian Wireless Telecommunications Association (CWTA) offers the following comments on behalf of its members in response to the issues raised in the discussion document: A Cryptography Policy Framework for Electronic Commerce – Building Canada’s Information Economy and Society.

The CWTA represents the wireless telecommunications sector in Canada and counts among its members cellular, enhanced specialised mobile radio (ESMR), local multipoint communication systems (LMCS), mobile radio, mobile satellite and personal communications services (PCS) licensees. The members of the Association offer a range of telecommunications services to over 6 million Canadians. The CWTA is diverse in terms of scale and scope of operations of its members, with members ranging from national service providers to regional and local players.

The CWTA wishes to address its comments to the sections of the paper concerning Encryption of Real-time Communications. As such, the CWTA is including certain sections of the paper that it wishes to comment on.

The CWTA recognises the government's objective to develop a policy on encryption that balances the requirement to promote electronic commerce and network security with mechanisms that support the prevention of criminal activities and enhance the public safety of Canadians. As outlined in the Discussion Paper, cryptography can protect sensitive data and intellectual property. As also pointed out in the Discussion Paper, the very elements that make cryptography attractive are those that can be used to conceal criminal activities.

The Canadian wireless telecommunications industry has constantly adopted technologies that increase the integrity of our telecommunications networks, thereby increasing the security of the communications of all Canadians. Wireless telecommunications carriers are acutely aware of the need to maintain secure networks and the confidentiality of communications sessions. The wireless industry values the privacy of its customers' communications.

Clearly, any policy respecting the encryption of information must not compromise the integrity and security of Canada’s telecommunications networks.

It must also be emphasised that access to private communications by law enforcement agencies, as authorised by court order, is an exception to Canadians' general right to privacy. Thus, the concerns of law enforcement agencies should not be accommodated in a manner that effectively limits legitimate private use of encryption.

In addition, it is important to note that any limits on the use of encryption facilitate not only court authorised law enforcement access, but also illegal access. Strong encryption protects private information from interception and it makes electronic transactions more secure. The market for electronic commerce will undoubtedly dictate the strength of encryption required. The Association is of the view that in order to ensure the future growth of electronic commerce, market-based solutions should be pursued wherever possible. Accordingly, there should be no legislation or regulations restricting or limiting the privacy and security that Canadians can apply to their communications.

CWTA members are also aware of the role they play in assisting law enforcement agencies. When served with a court order, wireless carriers co-operate with law enforcement agencies, and intercept and provide access to communications to the extent that it is technically feasible. On a going forward basis, wireless carriers will respond to court orders to the best of their technical capabilities as required by legislation.

It is imperative, however, that the legislation strike an appropriate balance between law enforcement’s need to intercept encrypted real-time communications, the right of Canadians to expect their conversations to be secure and private, and the capabilities of carriers, both technical and financial, to respond.

While the industry can certainly assist law enforcement agencies, it must be emphasised that law enforcement is the responsibility of the government and, as such, the full cost of these activities must continue to be borne by the law enforcement agencies. The costs for capital equipment necessary for intercepting and providing access to encrypted communications as well as operational costs must be borne by the law enforcement authorities. Requiring law enforcement to consider the cost of its activities is a good public policy approach to achieving a balance between promoting electronic commerce while respecting the fundamental privacy rights of Canadians, and at the same time addressing the legitimate needs of law enforcement agencies.

Finally, before addressing some of the specific issues raised in the discussion paper, the CWTA would submit that it is extremely important for the government’s cryptography policy to apply equally to all telecommunications service providers, including network operators not normally considered to be part of the public switched telephone network. As the telecommunications industry is becoming increasingly competitive, it would be inappropriate for the government to create a policy that distributes the burden of complying with policy directives in a manner that creates a competitive advantage for one type of service provider over another. This danger is recognised on page 29 of the Discussion Paper: "A patchwork of approaches could result in an uneven playing field amongst communications service providers". The Paper then suggests that such an uneven approach may also increase the problems surrounding lawful access to plaintext. It is clearly in the public interest to ensure symmetrical treatment of all telecommunications service providers.

Specific Issues Raised in the Discussion Document

A Cryptography Policy Framework for Electronic Commerce, Page 29 states:

        At present, encryption technologies are primarily used by some carriers to ensure the confidentiality of digital wireless communications.

The Association would like to clarify what occurs today. CWTA members do not currently provide end-to-end encryption. All carriers today use various standards of signal processing such as code division multiple access (CDMA), time division multiple access (TDMA), global system for mobile communications (GSM) and analogue cellular. Signal processing can include digitisation, authentication and frequency shifting.

Encryption differs from signal processing in that it is the transformation of a message into an unreadable form to ensure privacy by keeping the message hidden from anyone for whom the message is not intended. The CWTA notes that the signal processing normally used in the over-the-air radio link does not meet the definition of encryption given in the government's Discussion Paper.

Some carriers, particularly those using GSM-based systems, use over-the-air encryption in addition to signal processing to maintain the security of over-the-air communications. A carrier would most likely use a session key to encrypt messages, which can be generated using either public or secret key cryptography. The key is generally used only while the connection is open. A new key is generated for each new session and is destroyed at the end of the session. If a CWTA member did use session keys to encrypt messages for the over-the-air link between the handset and the cell site/switch, that carrier would have access to the session key for real-time communications. In fact, the carrier would routinely decrypt the message at the cell site/switch before passing the message on for call completion.

Since carriers do not retain copies of communications sessions that pass through their networks, a requirement to retain a session key to encrypted communications would be pointless. However, if served with a lawful court order, a carrier would still be able to provide law enforcement agencies with a "feed" of all communications "en claire" at the switch.

CWTA is of the view that the current statutes and procedures applicable to wireless carriers are adequate, and will continue to be adequate, for the foreseeable future.

A Cryptography Policy Framework for Electronic Commerce, Page 30 states:

        A third approach would require, in addition to the legislated requirements on carriers described above, legislation to compel any certification authority that furnishes keys for the purpose of encrypting real-time communications (e.g. encrypted Internet telephone, encrypted telnet, or source Web transactions) to provide mandatory assistance for decryption on receipt of a court order.

Three possible forms of encryption of wireless communications are the following: 
            ·     Over-the-air encryption by a carrier
            ·     End-to-end encryption by a carrier 
            ·     End-to-end encryption by a third party or the end user

As stated above, a carrier would use over-the-air encryption to maintain the security of the over-the-air communications of its customers. The carrier would routinely decrypt the message before passing the message on for call completion. If served with a court order, the carrier would be able to provide law enforcement agencies with a "feed" of all communications "en claire" at the switch.

End-to-end encryption performed by a carrier is not particularly feasible or practical. In the future, even more than at present, a whole series of carriers will be involved in a communications session, including the carrier whose subscriber originates a call, the carrier whose subscriber terminates the call, and the one or more carriers in between who transit the call on a local, interexchange or international basis. In a network of networks, no single carrier will be able to provide an end-to-end encryption service that will function widely. 

End-to-end encryption performed by a third party or the end user would use either public or secret key cryptography to encrypt messages to maintain the privacy of communications. A third party or the end user would be responsible for generating and distributing keys. The carrier would have no control over the encryption or decryption of such a message and moreover, would be unaware that encryption is taking place. It should be noted that third parties and end users are currently unregulated concerning the provision and use of encryption services.

A Cryptography Policy Framework for Electronic Commerce, Page 30 states:

        Carriers would be prohibited from transmitting messages unless in plaintext or encrypted by key recovery hardware or software.

CWTA is of the view that such a legislative provision would conflict with Section 36 of the Telecommunications Act, which states the following:

        Except where the Commission approves otherwise, a Canadian carrier shall not control the content or influence the meaning or purpose of telecommunications carried by it for the public.

Requiring carriers to determine whether messages being transmitted are either in plaintext or encrypted by key recovery hardware or software would amount to requiring the carrier to either control the content or influence the meaning or purpose of the message being transmitted. 

In any event, the only way to fully achieve law enforcement's objective is to have some means of accessing the secret key portion of each and every communications session taking place over the network. Experts in the field generally hold the technical feasibility of meeting this goal in question. Moreover, the costs associated with the deployment of the systems necessary to accomplish the rapid decryption of real-time communications have also not been quantified. However, our current understanding of the work suggests that it would be tremendously expensive, possibly in the order of hundreds of millions of dollars for initial deployment. Neither the lawful users of wireless services nor the wireless service providers should be expected to pay for such law enforcement needs.

CWTA submits that there is no justification for imposing mandatory controls governing the carriage of encrypted communications.

A Cryptography Policy Framework for Electronic Commerce, Page 29 states:

        The only communications service providers that are required to provide law enforcement and national security  access to communications "en claire" are the new wireless providers of personal communications services (PCS) and local multipoint communications services (LMCS). This is a condition for obtaining operating licences and applies only to any encryption that these wireless providers themselves employ.

This is a condition of licence. However, we must note that a carrier could provide decrypted content only if that carrier had also provided the specific encryption methodology and appropriate keys for each session, and retained them after the session was complete. If a specified communication is encrypted, and a CWTA member has provided encryption tools, the member will support authorised decryption where technically feasible. If a third party or the end user controls the encryption, the carrier has no control of either the content or its decryption. In the event we are unable to directly decrypt the communications session we will continue, of course, to deliver the encrypted session as directed to the duly authorised law enforcement agency.

A Cryptography Policy Framework for Electronic Commerce, Page 29 states:

        On the other hand, it may impose additional infrastructure costs that would be borne by users. 

This section of the Discussion Paper addresses the possibility of legislation requiring federally regulated carriers to "retain the ability to decrypt messages". In other words, carriers would be required to retain all session keys whether or not subject to a court order, in the case that such an order is presented by law enforcement agencies. It is clear that such a requirement will have a tremendous cost and impose a heavy burden on federally regulated carriers. Since carriers do not now retain copies of any communications that pass through their networks, a requirement to retain keys to encrypted communications seems pointless. While the industry can assist law enforcement agencies to the best of their technical capabilities, it must be emphasised that law enforcement is the responsibility of the government and, as such, the cost of these activities must continue to be borne by law enforcement agencies.

The CWTA opposes the imposition of any law enforcement costs on members' subscribers, especially costs for requirements of a blanket nature and not subject to lawful court order. 

Conclusions

For the reasons outlined above, the CWTA opposes any expansion of members' current obligations with respect to lawful access to our customers' communications. CWTA is of the view that the current statutes and procedures applicable to wireless carriers are adequate, and will continue to be adequate, for the foreseeable future.

Any policy respecting the encryption of information must not compromise the integrity and security of Canada's telecommunications networks. The concerns of law enforcement should not be accommodated in a manner that effectively limits private use of encryption. There is no justification for imposing mandatory controls governing the carriage of encrypted communications.

Communications technology is changing at a phenomenal pace. Encryption is a current trend, but new and more complicated technologies will emerge, rendering encryption laws rooted in today's technology outdated. There is a danger that if the government imposes strict encryption laws, Canada will fall behind in terms of the integrity and security its telecommunications networks are able to provide relative to telecommunications carriers in other countries.

The CWTA recognises the government's objective to develop a policy on encryption that balances the requirement to promote electronic commerce and network security with mechanisms that support the prevention of criminal activities and protect the public safety of Canadians. Such a policy should promote the use of market-based solutions wherever possible. There should be no legislation or regulations restricting or limiting the privacy and security that Canadians may apply to their communications.

Moreover, any obligations regarding lawful access to communications should be minimal and should be applied equally to all telecommunications service providers, including those providers not normally considered to be part of the public switched telephone network.

Notwithstanding the foregoing comments, CWTA members are aware of the role they play in assisting law enforcement agencies. Wireless carriers will continue to respond to court orders and assist law enforcement to the best of their technical capabilities as required by legislation. However, the cost of these activities must be borne by law enforcement agencies.

In conclusion, the CWTA emphasises that it is imperative that the cryptography policy strike an appropriate balance between law enforcement's need to intercept encrypted real-time communications, the right of Canadians to expect their conversations to be secure and private, and the capabilities of carriers, both technical and financial, to respond.

